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Standard Contract for the Cross-border Transfer of Personal Information

N T ORI MBSO AN B BRI ESA ] 4E A R IEFEE S A EMALE 8- NS B RIP IR
A B AME BRI MEYOT A E BORIPEIATRIRI X 55 - LW IR —2 0 T ARG [E
In order to ensure that the Personal Information processing activities of the Overseas Recipient meet
the Personal Information protection standard provided under Relevant Laws and Requlations of the
People’s Republic of China, and to clarify the rights and obligations of the Personal Information
Processing Entity and the Overseas Recipient in protecting Personal Information, upon mutual
agreement, the Parties enter into this contract (the “Contract”).

ARG FNIESCRYE (D NE B SRR A E 75 ) BYZSKILE,.
The body of this Contract is drafted in accordance with the Measures on the Standard Contract for the
Cross-border Transfer of Personal Information.

1. EX
|.Definition

EARGFEF, BETSCAEIMES
For the purpose of the Contract, except as otherwise stipulated herein:

1. “DNNEEAEEFREAN ME B FRER b H e A H Y ~ A HRATE
H A
. “Personal Information Processing Entity” refers to the organization or individual
who decides the purpose and method of processing in the Personal Information processing
activities.

2. “EEAMECL T RAE(E AR N R IFNERES NS D AME BB F AR A B
H~ Ao
I1. “Overseas Recipient” refers to the organization or individual outside the People's
Republic of China who receives the Personal Information from the Personal Information Processing
Entity.

3. MAEEIAEE S ER MR R — 57, AT,
1. The Personal Information Processing Entity or the Overseas Recipient are referred
to individually as a “Party”, and collectively as the “Parties.”

4, “DAEEFEEEBENAME EFTHAIEEREENEZAA -
V. “Personal Information Subject” refers to the natural person identified by or
associated with the Personal Information.

5. “NAEEBESE D FEE HA 5 Ay S E AR B EE T HE B H A A E S &%
MEE  FafEELAEENEE -
V. “Personal Information” refers to all kinds of information, recorded by electronic or
other means, related to identified or identifiable natural persons, not including information after
anonymization processing.
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6. “BUENMME B e — Bt FIFEM I, A5 SR E RN E ™SR (EE
HENG Wﬁﬁ#ﬁx?ﬂﬁ%ﬁﬁ/\k{mm CFEEYIRR] -~ TR - FES G - BT - Sl
M~ TR EE R - DR HA-TURE S REE AT B R -

VI. “Sensitive Personal Information” refers to personal information that, once leaked,
or illegally used, may easily infringe the dignity of a natural person or cause harm to personal safety
and property security, such as biometric identification information, religious beliefs, specially-
designated status, medical health information, financial accounts, information on individuals’
whereabouts, as well as personal information of minors under the age of 14.

7. “IIPPP$[L$@”;E*E EFM':‘)\E W%\QJJZUJ:W%%[B rj °

VII. “Requlatory Authority” refers to cyberspace administration department at or above
the provincial level.

8. “MRIEMREM TR (e NEIFEMZE L) (PENRIEMENIRZ 2
%) (PIEAREHNENAEERARFE) (PEARENERESR) (PEARENERSEIRA
%) A ERHSERESEINE) Erpid N RILREIAEEM -

VIII. “‘Relevant Laws and Regulations” refer to the Cybersecurity Law of the People’s
Republic of China, the Data Security Law of the People’s Republic of China, the Personal
Information Protection Law of the People’s Republic of China, the Civil Code of the People’s
Republic of China, the Civil Procedure Law of the People’s Republic of China, the Measures on the
Standard Contract for the Cross-border Transfer of Personal Information, and other laws and
requlations of the People’s Republic of China.

9. A FEHMAE WAIENE WEHREEEEN &
IX. The meaning of other undefined terms herein shall be consistent with the meaning
provided under the Relevant Laws and Requlations.

2. W NELSYSE e e S
I1.Obligations of the Personal Information Processing Entity

DNEBIAEF R Y E T THI Y

The Personal Information Processing Entity shall perform the following obligations:

1. IR R UE A AMS o [AEEIMEEE AN B B R TSC A H Y
PR g/ NS o
l. Personal Information shall be processed in accordance with Relevant Laws and
Regulations; the Personal Information to be provided overseas is limited to the minimum extent
necessary to achieve the purpose of processing.

2. FETANANFEERSEAMEEEAN MEERY, NYETS Mn,_ TR ERIE R - B
WHPUEY REEADASER NG ES AR AR REal 3 oMl IS 30 A\ E = - SR ~ 1T
BUERHLE N 2 AP AEEEAY » NS S P EEE o
1. If the Personal Information is provided overseas based on the consent of the
individual, the separate consent of the Personal Information Subject shall be obtained. Where the
Personal Information of a minor under the age of fourteen is involved, the separate consent of the
minor’'s parent or other guardian shall be obtained; if written consent is required by laws or
administrative requlations, written consent shall be obtained.
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3. AN MR I AR E G (FaFE D AMSEAFEHET ~ A S BAE
2~ WU~ SHRE R R A . R R - A S B SRS MR R EARR S AT RET
KA NS EBZENE) , VBT ARGRIZERI NS, i

1. The Overseas Recipient shall take technical and management measures (taking
into account the risks to the security of Personal Information that may be brought by the purpose
of processing Personal Information, categories, size, scope and sensitivity of Personal Information,
the volume and frequency of transfer, the period of the transfer of Personal Information, and the
retention period of Personal Information by the Overseas Recipient, etc.) to fulfill its obligations
under this Contract, including:

BORFE B H WX AOB CEA 22 fRiE RN,
Technical and management measures are as detailed in Attachment A: Security Safequards and
the Agreement.

4. ZHBENMSTIEIMNEUOTIAN NS B BEUERIT (] -
V. The Personal Information Processing Entity shall respond to inquiries from the
Requlatory Authority regarding the Personal Information processing activities of the Overseas

Recipient.

5. I A AP AR S MBSO FR D AME B ATE ST A AME BRIP S
fi o BHEAEIL PR
V. The Personal Information Processing Entity shall carry out a Personal Information
protection impact assessment in accordance with Relevant Laws and Regulations for activities that
are intended to transfer Personal Information to the Overseas Recipient. The assessment shall
focus on assessing the following:

1. DNME B ERIRIMEYOT AN AME B E ~ SulE - FEEEN - 1FY
M~ N -

1. The leqgality, legitimacy and necessity of the purpose, scope, method and other
aspects of the processing of Personal Information by the Personal Information Processing Entity
and the Overseas Recipient.

2. HEEA MEEHIHUE - SEE - FR - EERE - DS BB EEN AME BAGS
R XSS ©

2. The size, scope, categories, and sensitivity of the Personal Information transferred
as well as the risks that such transfers may pose to the rights and interests of Personal Information.

3. SISO R T RIHIN )55 > DIRJETT S HVETR AR R M . RE/) SERE A PR Y
BN MNE BRI 4,

3. Obligations of the Overseas Recipient, as well as whether its management and
technical measures and capabilities for performing such obligations can safeguard the security of
the transferred Personal Information

4. PN NEEHSEEREI - BUE  HEE - E4 - IEEFHENXEE - DAEBAGEE
S RIE SR EE -

4. The risks of being tampered with, damaged, leaked, lost, illegally used, after
Personal Information is transferred overseas, as well as whether convenient channels for protecting
Personal Information rights and interests are available.
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5. RIS [R5 I S i 2L i AE BARIP BRI AN & B T RIS,

5. An assessment shall be carried out in accordance with Article IV of the Contract,
evaluating possible impact of local Personal Information protection policies and regulations on the
performance of the Contract.

6. HAthrrRERZNA D AME B S LRSI - READ NME BRI iR & 2 /03

£,

6. Other factors that might impact the security of the cross-border transfer of Personal
Information. The report of Personal Information protection impact assessment should be retained
for at least 3 years.

6. ARIENAMGEETHRAER Al A MG B TR S RAVEIA, P & Bk EEE
HEBFEL(EE ) EAEEDAEE FABEEORET, "TWASEEIAMES NS H T YA
o

VL. Upon request by the Personal Information Subject, copies of this Contract may be
provided to the Personal Information Subject. Where the trade secret or confidential business
information is involved, relevant content of copies of this Contract may be appropriately handled
without affecting the understanding of the Personal Information Subject.

7. ARAEASIETENEEK > w] E B UABE A G E 5 =4+ WFTAY(E R -
FERTA SR T4
VII. The Personal Information Processing Entity may provide the Requlatory Authority
with the information described in Article [1I(X]) of this Contract, including all compliance audit
results, in accordance with Relevant Laws and Requlations.

3. b AR LA OIL O
I1l.Obligations of the Overseas Recipient

SEM I T NS AT NS

The Overseas Recipient shall perform the following obligations:

1. IR A5 B MR BT A E A ERA AEE - A8 2 E A RAFE H B ~
PAEE TG ARAAR A AEERPSE » B NEREAHEAD NMEERY > NS ERRE D MG E ERRTE
JRIERE 3 PR DU %7 RBREE AN (S EHY » B B AR A A SCREEGE A I 7 A B s
E

l. The Personal Information shall be processed in accordance with the covenants
listed in Annex | “Instruction on the Cross-border Transfer of Personal Information.” In the event
that processing activities go beyond the agreed purpose, method and categories of processing
Personal Information, if such Personal Information processing activity is based on individual
consent, the prior separate consent of the Personal Information Subject shall be obtained; Where
the Personal Information of a minor under the age of fourteen is involved, the separate consent of
the minor’s parent or other guardian shall be obtained.

2. ZAMEEBAEEFICEAN NMEERY - NS S5 AME B AT A
ANEE  AEEES N MNMESRIEEYENAEHEY - A GERENAEE -

1. When the Overseas Recipient is entrusted to process Personal Information on
behalf of the Personal Information Processing Entity, it shall process Personal Information in
accordance with the covenants with the Personal Information Processing Entity, and shall not
process Personal Information exceeding the processing purpose and processing methods, etc.
agreed with the Personal Information Processing Entity.
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3. MBI RN AME B RO TR IR HEA A FOBIAT » B4Rl 7 R
PN ANEELE » FHFENMAEEAHENEE N MNMEE TR,

M. Where_the Overseas Recipient receives a_request by the Personal Information
Subject for copies of this Contract, it shall notify the Personal Information Processing Entity and
the Personal Information Processing Entity shall respond to the Personal Information Subject.

4. REO AAGEE S R N A A (S E ©
V. The Overseas Recipient shall adopt the method to process Personal Information
that has the least impact on the rights and interests of Personal Information Subject.

5. A MEBRYRAT IRy SRR H A AT A EE R A A (] - OREEHAPR e > R
B ANEE (B &)  ZANMEENEFRIENENNEE - ZIEEFERER - TR - 1
BB LR, NS AE RN NSRS B T LIRS - IR (S BT E R
i o MBS AEEMER EXEDISEINAY » N2 {22 1k BRI (iR R 0 22 S R AP i SN A
H o

V. The Overseas Recipient will store Personal Information for the minimum period
necessary to achieve the processing purpose; the Personal Information (including all backups)
shall be deleted upon the expiration of the retention period. When the Overseas Recipient is
entrusted to process Personal Information on behalf of the Personal Information Processing Entity,
it shall return the Personal Information to the Personal Information Processing Entity or delete such
information, and shall provide the Personal Information Processing Entity with a written description,
provided that the entrustment contract is not effective, invalid, revoked or terminated. When it's
technically difficult to delete the Personal Information, the Overseas Recipient should stop
processing other than storing and taking the necessary security measures.

6. % TG ALREAN NME B2 4
VI. The Overseas Recipient shall safequard the security of Personal Information
processing in the following means:

1. REEFAAARR TGRS 558 A RS EE I - H e T - fEiE
MNEEZE -

1. In order to fulfil this obligation, the Overseas Recipient shall take technical and
management measures including but not limited to as set out in Article lI(lll), and shall conduct
regular inspection to ensure the security of Personal Information.

2. HRRAUAEA MBI GUBTTIREE 55 » HERIT i/ NAT 5 (A AR -
2. Ensure that the individuals authorized to process Personal Information fulfil their
confidentiality obligations, and establish a minimum authorized access control authorization.

7. WA NMEBE A SE AT RER A B - BEE C OMEE - B - FEEFIA - REERR
BUREEEE TG (A] - NS R T TAE
VII. In the event of the processed Personal Information be or may be tampered with,
damaged, leaked, lost, illegally used, provided or accessed without authorization, the Overseas
Recipient shall carry out the following work:

1. A SREGE Y3 Rt > BN A S B T ARG AT FE2 00,
1. Promptly adopt appropriate remedial measures to mitigate the adverse impact on
the Personal Information Subject.
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2. SCAL@EIAN MME BAAFEE > FHARIEAH S A A BRIR & IR AL » 3BAIN Y
AR

2. Immediately inform the Personal Information Processing Entity and report to the
Regulatory Authority as required by Relevant Laws and Regulations. The notification shall contain
the following matters:

1. RASKETIRER AT - BER - MEE - B - IR AR EEAGR AL E T [ Y
NMEEME - FRM A REEREE -

1. The category of the Personal Information be or may be tampered with, damaged,
leaked, lost, illegally used, provided or accessed without authorization, the cause of such events
and possible damages.

2. LRI H B o

2. Remedial measures that have been adopted;

3. DAME B KA LR B ki 5 A HE i, -
3. Measures that can be adopted by the Personal Information Subject to mitigate the

damages;
4. TATTIAREAERE AT BT ASGE T BRI EL S 05 5 -

4. Contact information of the person or team responsible for handling such events.

3. M REEEMECREAN AMEE R - BB EATUHE2 ARSI - 24
NEBNHEAFEAE N NERH » BN NS EAEE RN AEE LA -

3. Where Relevant Laws and Regulations require notification of the Personal
Information Subject, the notification shall include the content of the subparagraph 2 of this
paragraph; When the Overseas Recipient is entrusted by the Personal Information Processing
Entity to process Personal Information, the Personal Information Processing Entity shall notify the
Personal Information Subiject.

4. WEHUGMASEESEIEEAAETIN - BEF ~ MFE - B8 - FERH, RER
PEREEEE 15 [0 B R S REUN A #h Kok fii

4. Record and retain all facts related to the events where the Personal Information is
or may be tampered with, damaged, leaked, lost, illegally used, provided or accessed without
authorization, including all remedial measures adopted;

8. [EINTFE NHISRMER » Jr ] A i N RIERIEREIMNEE = iR AME R
VIII. The Overseas Recipient shall only provide Personal Information to third parties
located outside the territory of the People's Republic of China, unless it meets following
requirements simultaneously:

1. AAEISFEE,
1. There are true business needs.

2. BN MEB ERIZE = ARt ~ R 075 IAFIEEY ~ AAFHTT 5 -
DNMEEEE ~ PREFIAPR PARAT N NME B E AR G ARNARFPEE I - (55 = IR HEUR A
SEHY AN A ME R E AR SRR EURA AME B A DRI A A GRS - (B2

 ATBUEIIHLE R A A ER b o
2. The Overseas Recipient has informed the Personal Information Subject of the
name, contact information of the third party, the purposes of processing, the methods of processing,
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the categories of Personal Information, the retention period, the means and procedure of exercising
the rights of the Personal Information Subject and other matters. Where Sensitive Personal
Information is provided to the third party, the Overseas Recipient shall inform the Personal
Information Subject the necessity of providing Sensitive Personal Information and the impact on
the Personal Information Subject’s rights and interests, except for those that are not required to be
informed as stipulated in laws and administrative requlations.

3. AETAAFEAEANANSER > REYETS N AMSE EARRIREE o B R A0
Y RBEAN MBS IERT > REYES AR AR SCRE s MR i ARV E R - AR ~ fTBUEM
HUE R S S P A EEA > N EE P HEE -

3. If the Personal Information is processed based on the consent of the individual,
the separate consent of the Personal Information Subject shall be obtained. Where the Personal
Information of a minor under the age of fourteen is involved, the separate consent of the minor’s
parent or other quardian shall be obtained; where written consent is required by relevant laws or
administrative requlations, written consent shall be obtained.

4. 5= RRPEINY - MRS = HI NN E B SRR E R E N RILRIE S
SEFREALEN D MNME BRI A > HRERE e RIEFERIMYE = HREENAEEMES
DMMNMEE EHREFIFNHVEERTHUE -

4. Where the Overseas Recipient enters into written agreements with the third party,
it shall ensure that the third party’s Personal Information processing activity meet the Personal
Information protection standard provided under the Relevant Laws and Regulations of the People’s
Republic of China, and it will assume liability for any damages that caused to the Personal
Information Subject’s rights due to such sharing.

5. RENAEBERPERBNANE B ERRIGZBEIFNEIR - 4035 K gl FheE
KEREBESEE  EAEIDAE B AN T 0 I HZ BE P IAE S A S TiE 44
e

5. The Overseas Recipient shall provide a copy of the agreement to the Personal
Information Processing Entity upon the request of the Personal Information Subject. Where the
trade secret or confidential business information is involved, relevant content of copies of this
Contract may be appropriately handled without affecting the understanding of the Personal
Information Subject.

9. ZANNMEEAHEEFILBEAN NEE  BFILE =R, REYERIHEDAE
EUNFREEE - TR%E = AR A S R — A AME B BB 4 B AR H Y ~ IAFE
FAEAEANNMER, INGZE = HIN NS BB ERN T IRE -

IX. When the Overseas Recipient is entrusted by the Personal Information Processing
Entity to process Personal Information, and it sub-entrusts a third party to process the Personal
Information, a prior consent from the Personal Information Processing Entity shall be obtained; the
Overseas Recipient shall require that the sub-entrusted third party will not process Personal
Information beyond the processing purposes and methods as agreed in Annex | “Instructions on
the Cross-border Transfer of Personal Information” of this Contract, and shall supervise the
Personal Information processing activities of the third party.

10. M NE BHHLT Eﬂﬁﬁ%%’ﬁéﬁﬁﬁ REVEBAREREE RN - NE > £
X NME B EEIER G INE R Z A LT S B HT 2RI A ﬁﬁ@ﬂﬁﬁ%ﬁTﬁAkh@
THHITEEHERE, pEEHT ’F“éaF]Hﬁ%zﬁ%ﬁ<%+YT§i/\}\¥?ﬁEﬁj5Eﬁﬁ EEmMWNEISERIS
PEERER IR T -
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X. When the Overseas Recipient uses Personal Information for automated decision-
making, it shall ensure transparency in decision-making as well as fair and equitable outcomes,
and it shall not apply unreasonable differential treatment to the Personal Information Subject in
terms of transaction conditions, such as transaction price. Where the Overseas Recipient conducts
information push or commercial marketing to the Personal Information Subject by means of
automated decision-making, it shall provide individuals with options not targeting their personal
characteristics or convenient ways for the Personal Information Subiject to refuse.

11, A A NS BRI CE AR G [E ST EE B, R SR
ENE AR SRS A T AR ] > SN A S Bk Ee AN E SN T S I > D ABEL
HE R G PR ER] -

XI. The Overseas Recipient shall undertake to provide the Personal Information
Processing Entity with necessary information that it has complied with the obligations of this
Contract, to allow the Personal Information Processing Entity to review files and documents related
to the transferred Personal Information, or to conduct compliance audit the processing activities
covered by this Contract. In case of such audit, the Overseas Recipient shall provide convenience
for the compliance audits carried out by the Personal Information Processing Entity.

12, YIRS AME EAAFRTE S TR » (RIS E /) 34, IHRIRAR CIE A
FLEE K B PR sl A S AR ) i B IR A S IC 25 -

XIl. The Overseas Recipient shall maintain _objective records of the Personal
Information processing activities and retain the records for at least three years; it shall provide
relevant records and documents to the Regulatory Authority directly or through the Personal
Information Processing Entity as required by Relevant Laws and Requlations.

13. B LB AS E LR AHSER Tz BV S, OffBERRTEE
WEVAEE - Ela BT E - BRAM R EN R M EE E HE e - R A REUN AT
Shy e B 5

XIII. The Overseas Recipient agrees to be subject to the supervision and management
of the Regulatory Authority in procedures related to the performance of this Contract, including but
not limited to responding to inquiries from the Regulatory Authority, cooperating with the Regulatory
Authority’s inspections, complying with the measures taken or decisions made by the Regulatory
Authority and providing written proof that the necessary actions have been taken.

4. B2 e E F e XA A G BLRIP BOR iR & B BT HY 2201
IV.Impact of Personal Information Protection Policies and Requlations of the Country or Region Where
the Overseas Recipient is Located on Performance of this Contract

1. B RUEIFEARAGENT I E R B ST XS - REBIEIMEWOT P E R
FHHRATN AME BRI BERAEM (BTN ME B A E RS AV NS D AEE
HITE) BRI BT ARG R 2 A 55

l. The Parties shall warrant that they have exercised reasonable care at the time of
the conclusion of this contract and they have not found any Personal Information protection policies
and requlations (including any requirements to provide Personal Information to public authorities
or allow their access to Personal Information) in the country or region where the Overseas Recipient
is located that would prevent the Overseas Recipient from performing its obligations under this
Contract.

2. POTFEM, (EMEHIARGE — TORIERT - CL245E NIIER T IR
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I1. The Parties represent that the following situations have been assessed in providing
the warranties in paragraph (1) of this Article:

1. B EERER, cfEN NMEEAEE AN ~ E A S BAEE « B -« TR
ERESE ~ GEATHIEFIE ~ > A(E B G R 2 s R IR . BaA 7 LAY A
= EEREHANIEECAR - BMNROT A Y A AN NME B LR E R EHT T MNH
WHHINE ~ BESMFUT T 7S W U BT [ 57 g i X o HEAL O B SR AR A~ AE B AIE SR R
U R A 175 o

1. Specific_information about cross-border transfer, including the purposes of
processing the Personal Information, category, size, scope and sensitivity of the transferred
Personal information, the volume and frequency of the transfer, the period of the transfer of
Personal Information, the retention period of Personal Information by the Overseas Recipient,
previous experiences of the Overseas Recipient in similar cross-border transfers and processing
of Personal Information, whether the Overseas Recipient had any Personal Information-related
incidents and took responsive actions in a timely and effective manner, and whether the Overseas
Recipient has received requests for Personal Information from public authorities in the country or
region where it is located and the response of the Overseas Recipient.

2. SESNEENRO FTE E e XA AME EERIPECRALAR - fdE THIEEE
2. The Personal Information protection policies and requlations of the country or
region where the Overseas Recipient is located, including the following elements:

1. ZEZFHEMXIITHIN AMES B ORI A AR % i bR A -
1. Information about the current laws and requlations, as well as generally applicable
standards for Personal Information protection in that country or region.

2. ZEZREER KON AR I EEE 2R S BRI T AL » DRFES
1 EA 2 I EFR R

2. Regional or global organizations acceded to and binding international
commitments entered into by such country or region in terms of Personal Information protection.

3. ZEZRSEMXTEIAN AME ERFHLE] - 02 S B AEE RPN EHUEL
FakitE = ELEN S -

3. The mechanism for implementing Personal Information protection in the country or
region, such as whether there are requlatory and law enforcement agencies and relevant judicial
agencies to protect Personal Information, etc.

3. BSOS 2 A PR E R B R T A
3. The security management system, technical measures and supporting capabilities
of the Overseas Recipient.

3. BEAMECTPRAE > (EARIEA SRS — Wit TSt » ERERE AN NS BN E
PR TN EAHR(EE -
1. The Overseas Recipient warrants that, in the assessment under paragraph (1) of
this Article, it has made its best efforts to provide the Personal Information Processing Entity with
necessary and relevant information.

4. XI5 RPICTARIEAZL S — I T R R FE RIS B -
V. The Parties shall record the process and results of the assessment conducted
under paragraph (1) of this Article.
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5. BT FTEFE ZE8CE X R NME B RPECRRIEM A (L (DEEEs 2
WO A [ 2 s 3 M X R el e, sl BRI I i 0D S EUEsMEI T B AE T A EERY > 85k
PR T R AR A E 12 B T RIBE AT A S BT -

V. If the Overseas Recipient is unable to perform this Contract due to any changes in
the Personal Information protection policies and regulations of the country or region where the
Overseas Recipient is located (including any changes in the laws of the country or region where
the Overseas Recipient is located, or any mandatory measures taken by such country or region),
the Overseas Recipient shall notify the Personal Information Processing Entity of the changes as
soon as it becomes aware of them.

6. BRSO BRI PTIE E F A X B BURFE ] ~ SUENIA S TR S RIS
NS BEIRAY - NYTTRIE AN A S BT E,
VI. If the Overseas Recipient receives a request to provide the Personal Information
under this Contract from the governmental department or judicial institution of the country or region
where it is located, it shall immediately notify the Personal Information Processing Entity.

5. ONEISEXNSYE
V.Rights of the Personal Information Subject

BOTAEN NS B FEBRAENAE[ESE = T2 48 NEH DL TAF] -
The Parties agree that the Personal Information Subject is entitled with the following rights as a
third-party beneficiary hereunder:

1. ADME B EEEIRFACIEAEN » SWHAN AMS B S HHIER ~ JUER > AL

PR AR A A EA ANME B TIAE - AREORE R - Sl ~ 5IE ~ b7 ~ fiEREDAEE -
ﬁﬂ%kﬁﬁAAhwkﬁﬁwﬁ TR B o

l. In_accordance with Relevant Laws and Regulations, the Personal Information
Subject has the right to know, the right to make decisions about the processing of their Personal
Information, the right to restrict or object the processing of their Personal Information by others, the
right to access, the right to request a copy, the right to correct or supplement, the right to delete
their Personal Information and the right to request explanations on the rules for processing their
Personal Information.

2. HANMEEEERESREE 2RI MM BT RIAFIE > S M EE EAR T DUE
KA NS B AR RS A i S B - s E R A AN RO 1R SR © A A (S BB A
Y > N YA BRSO T B SEER -

1. In_the event that the Personal Information Subject requests to exercise the
abovementioned rights on the transferred Personal Information, the Personal Information Subject
may request the Personal Information Processing Entity to take appropriate _measures for
realization of such rights, or directly make such request to the Overseas Recipient. If the Personal
Information Processing Entity is unable to realize such rights, it shall notify and request the
Overseas Recipient to assist in realization.

3. BEAMECOL NS IR N (S BAAEE AT AL - SUEIRIE AE B ERAYIEKR - £
HHHAPR N S AME B BRI A S AR AT = A B AR -
1. The Overseas Recipient shall, as notified by the Personal Information Processing
Entity or upon the request of the Personal Information Subject, realize the rights entitled by the
Personal Information Subject in_accordance with Relevant Laws and Reqgulations within a
reasonable period.
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FEAMENTT N DL BT T 3~ EMT S A S ST ~ AER ~ SERH A A AME B E A RAE B
The Overseas Recipient shall truthfully, accuratelv and completely inform the Personal Information
Subject of relevant information in a conspicuous manner in clear and plain lanquage.

4. BSOS NME B FARATIERR > NS ERN A B ERHIRAAFER - D
B MNME B AR A SR IR E VIR BRI S OR S AR T HYAREE -
V. If the Overseas Recipient intends to reject a request of the Personal Information
Subject, it shall inform the Personal Information Subject of the reasons for its rejection and the
ways for the Personal Information Subiject to file complaints with the relevant Regulatory Authority
and means to seek judicial remedies.

5. DNMEBERIENAEESE = 1% NESURIEA S E SR EN MM BRI
SMBEUTT N — BB T E sk H BRI A G E I T 5 MAME B EEAFIRE S T A5 ¢
V. The Personal Information Subject, as a third-party beneficiary under this Contract,
shall have the right to claim and require the performance of the following clauses relating to the
rights of the Personal Information Subject under this Contract by one or both of the Personal
Information Processing Entity or the Overseas Recipient in accordance with the terms of this

Contract:

1. B4, B85 R T~ U - FELIERAN

1. Atrticle ll, except for paraqraphs (11D, (IV), and (VII) of Article Il.

2. B4 BESLFEETE28ME4R, FUN - E+—0 - B0 1+ =
TFRAD -

2. Article lll, except for subparagraphs 2 and 4 of paragraph (VII), paragraph (IX),
paragraph (X1), paragraph (XI), and paragraph (XIII) of Article llI.

3. NS, (REEDUSREE LI ~ 55 NTRAD o
3. Article IV, except for paragraphs (V) and (V1) of Article IV.

4. FHLE,

4. Article V.

5. HAR%.

5. Article VL.

6. HBJ\KFE I B I,

6. Paragraphs (1) and (1N of Article VIII.

7. FIEEIIN,
7. Paragraph (IV) of Article IX.

R EREIA AMS B FEME (PEARIREN AEERITE) EEARGES -
The above agreement shall not affect the rights and interests of the Personal Information Processing
Entity in accordance with the Personal Information Protection Law of the People’s Republic of China.

6. Rt
VI.Remedy
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1. BEAMEIOT NRY S E— DR R o IR E S H S NS AR [r S 1 -
FERE Y R AP AR AN A () zfzsammz%m% AU N R A N B B SR A B B
o HUEE S ER T s R A s R L ME AN SR AGBEEERIZRAANER - B
T
WP A4 K Bk

l. The Overseas Recipient shall designate a contact person, authorize him or her to
respond to inquiries or complaints concerning Personal Information processing, and promptly
address inquiries or complaints of the Personal Information Subject. The Overseas Recipient shall
inform the Personal Information Processing Entity of information about the contact person, and
inform the Personal Information Subject of information of the contact person in a simple and
understandable manner through separate notice or announcement on its website, as follows:

As set forth in the signature block of the Agreement

2. —HRBIAERGAME B FEWRAFAEY » NYIEEIH—T7 » BOTR Y E{EfE

P o

I1. In the event of a dispute a party has a dispute with the Personal Information
Subject due to the performance of this Contract, it shall notify the other Party, and the Parties shall
cooperate to resolve the dispute.

3. FrCREERARD, N MME B EMARIESE F AT = 5 5248 NAUACRIRY » 5540
Wor A NME B B R T A A 3P AR
III. If the dispute cannot be resolved amicably and the Personal Information Subject
exercises the rights of a third-party beneficiary in accordance with Article V, the Overseas Recipient
shall accept that the Personal Information Subject protect their rights through the following
methods:

1. MIEEVRE .
1. F|I|nq a complaint with the Regulatory Authority.

2. [MARSE WL ER AR PEEEVRIA
2. Filing a lawsuit with a court agreed in paragraph (V) of this Article.

4. PHRFEAME B EWRA G R ST =772 43 MR - A B RS
H e NRINIERHREEAMAY - MEHEE -

V. The Parties agree that the Personal Information Subject shall exercise the rights
of a third party beneficiary in relation to disputes under this contract, and that the subject of personal
information shall follow the relevant laws and requlations of the People's Republic of China if he or
she chooses to apply them.

5. RFGHEENME B EMRBAG R NITHE = 752w AR - N5 B EERETDL
fcHE (HhiE A BIFIEERERIWVE) [WHE BN A RABIRE IR -
V. The Parties agree that if the Personal Information Subject exercises the rights of
a third party beneficiary in relation to a dispute under this contract, the Personal Information Subject
may file a lawsuit with the people's court with jurisdiction in accordance with the Civil Procedure
Law of the People’s Republic of China.

6. MFEEANME S FARITER LR 2opdi N AME S AR EA AR AN S
SR GFHIANA] -
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VI. The Parties agree that the choice made by the Personal Information Subject to
safeqguard his or her rights and interests will not diminish the rights of the Personal Information
Subject to seek remedies under other laws and requlations.

7. & [ fRER
VIl.Termination of the Contract

1. BEAEWOT R A S ELIER N » SERIMEW T FIEEF S E XN A (S
RIPBERANEMUE £t CRIFERS MBS Il E SR s X R U A > S REGRSIMEE D) S
BURIMNEWOT TAIBITAGER - > NEEAAE 0] DUETZ RSO RN AE R - HEEL
{T AR B [E R o

l. If the Overseas Recipient breaches its obligations under this Contract, or if there
are _changes in the personal information protection policies and regulations of the Overseas
Recipient’s country or region (including changes in the laws of the Overseas Recipient’s country or
region, or the adoption of mandatory measures), resulting in the Overseas Recipient’s inability to
perform this contract, the Personal Information Processing Entity may suspend the provision of
Personal Information to the Overseas Recipient until the breach is corrected or the Contract is
terminated.

2. ATHMER 1), A MEBNEEENERASE » AN EATTEDL

-

I1. In the event of any of the following circumstances, the Personal Information
Processing Entity has the right to terminate this Contract and notify the Regulatory Authority if
necessary:

1. AME SRS AN S 5 — T HE BT RS MO T B B A (S B (BB T

1/I\H o

1. The Personal Information Processing Entity suspends the provision of Personal
Information to the Overseas Recipient for more than one month in accordance with paragraph (1)
of this Article.

2. BEANEWC ST AR S (AT S H PR [ SR s i AL -
2. The compliance with this Contract by the Overseas Recipient would violate laws
and requlations of the country or region where it is located.

3. BRI T E R B AR A [E 2 ER N
3. The Overseas Recipient seriously or continuously breaches its obligations under
this Contract.

4, IRIESEAMENOT B BB TER ECE BN E AV e e - BN T EEE A E
SNIREFHR TAREE L ERN N -

4. The Overseas Recipient or the Personal Information Processing Entity breaches
the provision of this Contract according to a final decision made by a competent court or regulatory
authority of the Overseas Recipient.

TEARTELIE., 20, FHARMIEN T, AT Al DRERAR A [,
In the case of subparagraphs 1, 2 and 4 of this paragraph, the Overseas Recipient may cancel
terminate contract.
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3. WRIEMERAEER, & RMAEFRAGERIEN AME BRI R H D AMSELR

PN -

1. The Parties may terminate the Contract by mutual consent, provided that the
termination of this Contract does not exempt the Parties from their obligations for Personal
Information protection in processing Personal Information.

4. BIRIfRERES  SEAMIRUC N2 R i iR SR bR EAR TR A S [E AT E IR A E B
(CEfERTE &G ) > IHED NSRBI FIREED A o #ER ™ AEEMEEAR EaE DISTERY > N
{2 1R BR A R LA BN 2 4 ORIPHE I ST AA R -

\VA Upon termination of the Contract, the Overseas Recipient shall promptly return or
destroy the Personal Information it has received under this Contract (including all backups) and
provide a written explanation to the Personal Information Processing Entity. If deletion of Personal
Information is technically difficult to achieve, processing measures other than storage and taking
the necessary safety protection measures shall be stopped.

8. HLTHE
VIll.Liabilities for breach of the Contract

1. BT —FHRERAEEMEEN AMS B FEREEIINF] - NS A B EARRH
REEETI(E EK%UMH’%%E%%MJQEAJ\{ SN N R TIER ~ SRS AR TRLE -

l. Any Party who violates the rights enjoyed by the Personal Information Subject due
to a breach of this Contract shall bear civil legal responsibility for the Personal Information Subject
and shall not affect the administrative, criminal and other legal responsibilities of the Personal
Information Processing Entity under relevant laws and reqgulations.

2. BOSKEEAMERTEN - DPAGBE Iﬁiﬁmaﬂfﬁ JTEERT AU - —
T A HA TR A LR SR TR B - A ANE S5 — 7 B
1. In the event that the Parties are jointly and severallv liable in accordance with the
law, the Personal Information Subject has the right to request either Party or both Parties to assume
responsibility. If a Party assumes liability in excess of its share of liability, it has the right to
reimbursement from the other party.

9. oAt
IX.Miscellaneous

1. AREFEWKSL, 800, JBIT. MR - IRAREES AT RISy - 3G AE
AR EERIAEEN -
l. The establishment, validity, performance, interpretation, and any disputes between
the Parties arising from this Contract shall be governed by the Relevant Laws and Regulations of
the People’s Republic of China.

2. RHHGREIN Y DU TERE ~ iR ~ B - B E (DI E AN 803
RS ER TN BT B £ 05 S EcE B i@ B izt (Y ek - DS E
T AS[E T NAYEAL > TEHRELH BAERY_ 1 RRCYMONURGZ - DAl - Bk - EREEEEE
BEH  fEEAHDERN 1 ATAEHE RS REZ -

1. All notices shall be sent by email, cable, telex, fax (with a confirmed copy sent by
airmail) or registered airmail, to the contact details as set forth in the signature block of the
Addendum or any other address in lieu of such address as specified in a written notice. If any notice
under this Contract is sent by registered airmail, it shall be deemed to have been received on the
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first day after the postmark date. If sent by e-mail, cable, telex or fax, it shall be deemed to have
been received on the first business day after it is sent.

3. BIHRAGEFANAI, VUMM —J5m 5y )8R EHE A4 ME B T RRIEK

T i = AR B4, HOBOG th sk s i paAcsefig e, ATAn— 5 %) m] BN AL E A P s i AL
N CASE R

1l The Parties shall negotiate and solve the disputes arising from this Contract
between the Parties and the reimbursement demanded by either Party from the other Party for
payment of Personal Information Subject made in advance; if the negotiation fails to resolve, either
party may adopt the dispute resolution mechanism as referred in the Agreement.

4. ARG RN LIRS A A TIE T TRERE - RIS DL S R E U E A ACE]
« SRR AR 5 SRR A S E
V. This Contract shall be interpreted in accordance with the provisions of Relevant

Laws and Regulations, and shall not be interpreted in a manner inconsistent with the rights and
obligations stipulated in Relevant Laws and Regulations.

D NEEIAIEE - GE HIOSTTRASL A
Personal Information Processing Entity: The OSTTRA entity as defined in the Agreement

Fis T - PRNGE SRR A
Overseas Recipient: The Vendor entity as defined in the Agreement

b —

Annex |

NANE B HSE A

Instructions on the Cross-border Transfer of Personal Information

IRYEAS [F A RN AME ERIEBAEA T
The details of cross-border transfer of Personal Information under this Contract are agreed as follows:
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1. AEHEHHEY:
. Processing purpose:
AOPHEEB : AAFRIE A PTER

As set forth in Attachment B of Addendum: Description of Processing

2. PR

I1. Processing method:
ANPFEB - AATE A AT

As set forth in Attachment B of Addendum: Description of Processing

3. HEANME BRI
1. The size of Personal Information transferred overseas:
At B - GAFR AR P DA 32 BB T LE TR ) 27
As set forth in Attachment B of Addendum: Description of Processing and as agreed between the
parties in the Agreement

4. HEANMAEEME (B3EGB/T 35273 (EREZEBARNMNEELEHGE) fHES

PRAL) -
V. Categories of transferred Personal Information (Referring to GB/T 35273
Information Security Technology Personal Information Security Standard and related

standards):
At =B« A ER i B TR

As set forth in Attachment B of Addendum: Description of Processing

5 HEBRERPMAEEMNE EH, 2% GB/T 35273 (ERZEFEARANMNELERE

FSE) FIAESRIRA)
V. Categories of Sensitive Personal Information (If applicable, referring to GB/T
35273 Information Security Technology Personal Information Security Specification and

related standards):
QNPT SEB - AATR I A AT ER

As set forth in Attachment B of Addendum: Description of Processing

6. BEAMEMT RALAT e A RIENESRIME=RENMAGE (AEH) -
VI. The Overseas Recipient will only provide Personal Information to the
following third parties outside the People’s Republic of China (if applicable):
AN SEB « AT IA PR

As set forth in Attachment B of Addendum: Description of Processing
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7. B
VII. Transfer method:
ANPFSEB : AAFEIE B PR

As set forth in Attachment B of Addendum: Description of Processing

8. HEEEREFHAR
(£ A RE£ A H)

VIII. Storage period after the Personal Information is transferred overseas:
ANPFSEB : AAFEIE B PTER

As set forth in Attachment B of Addendum: Description of Processing

9. HEEREFHHA

IX. Storage location after the Personal Information is transferred overseas:

QNPTEB - AATEIH A AT ER
As set forth in Attachment B of Addendum: Description of Processing

10. FAhsm (MFEREE)

X. Other matters (fill in as appropriate):

e

=z
o
>
@
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b —

Annex Il

W% e FHAb &R CGnFEE)
Other Clauses Agreed by the Patrties (if needed)
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